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Document Disclaimer

The information contained in this document has been carefully checked and is believed to be reliable.
However, no responsibility can be assumed for inaccuracies that may not have been detected.

Teledyne LeCroy reserves the right to revise the information presented in this document without notice
or penalty.

Trademarks and Servicemarks

Teledyne LeCroy is a trademark of Teledyne LeCroy.

Microsoft and Windows are registered trademarks of Microsoft Inc.

All other trademarks are property of their respective companies.
Copyright

© 2014 Teledyne LeCroy, Inc. All Rights reserved.

This document may be printed and reproduced without additional permission, but all copies should
contain this copyright notice.
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1 Introduction

This manual describes how to define a script for decoding a particular protocol for Net Protocol Suite using
User-Defined Decoding (UDD). You can define the format of protocols by introducing fields and their
attributes: Name, Abbreviation, Description, MSB order and Byte Alignment. Additionally, you can decode a
specific field by adding the options.

The scripts themselves are written in standard scripting languages and use a special Extension API to
communicate with the Net Protocol Suite application.

2 Supported Scripting Languages

Python 2.7.x

3 Architecture
3.1 Theory of Operation

When a trace file is opened by the application, all frames inside the trace will first be decoded by the built-in
decoder services. UDD allows you to extend and modify the built-in decoding services to your own
definitions and concepts by creating custom decoding scripts, which have the file extension “.udd” and may
be stored anywhere on your system. Once a script is created, it must then be assigned to a Protocol Type
that exists in the trace file to be decoded. By doing this, the application communicates with your defined
and assigned scripts for Protocol Types, initializes the fields and options, decodes the packets related to that
specific protocol types, and change the packets structure in the GUI at the end.

Note: Refer to the Decoding Assignments section of the Net Protocol Suite User Manual for details on how
to assign a script decoder for a protocol.

3.2 Decoding Flow

1 : Assign a Script Decoder for a protocol()

2 : onInitialize()

foreach Field )

Lf 3 : DefineField()

while more packets J

4 : Scroll through trace view()

l 5 : PreparePacketForDecoding()

6 : onbDecode()

foreach Field J

U‘ 7 : AddFieldO)

8 : DisplayPacket()

Figure 1. High-Level Script Decoding Sequence.

Figure 1 shows a high-level script decoding sequence. It shows that upon being assigned to a protocol in a
trace file, a script decoder’s OnInitialize function is called to define the set of fields (e.g., via
Def1ineField) that will be handled by the script. Then, when a packet/frame from the trace file needs to
be decoded, the application prepares the raw data and sends it to the script decoder through the
onDecode function, which will add the decoded fields (e.g., via AddF1ield) to the packet/frame.
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The entry point functions, OnInitialize and OnDecode, must be implemented in the script by the
user. See section 4.4 for details on these functions.

3.3 Decoding the Payload of a Frame Using UDD

When using UDD, assigning the file replaces the existing decoding. All existing SCSI decodes are
replaced by the new decodes that were added by UDD. To append the existing decoding, use the
FCP data decoding feature.

The following UDD example shows how to decode a payload data field.

1. GetFieldToOverwriteDecode(field_name) function is added to incontext object in the
OnDecode() callback function.

2. GetCommandFieldData(field_name) function is added to incontext object in the
OnDecode() callback function.

3. Call the GetFieldToOverwriteDecode(field_name) to get a field in the spec, and the
function removes all subfields of the specified field and returns the field to add user
defined fields.

4. GetCommandFieldData(field_name) function is created for returning field values of
corresponding command packet of the current packet, if it exists.

B Decoding &ssigniments >

Protocal Address Script

= Port Assignments

SCSITCP Ports 3260,

WXLAM LIDP Ports 4789,

MPA TCP Ports Auto Detect
RoCE w2 UDP Ports 4791,

M¥Me Admin Connection Ids (hesx)

eCPRI QORAM UDP Ports

MYMe Admin TCP/UDP Ports go0g,
MwMeTCP Ports 44.20,5009,
OF Port Protocol User-Defined
MWMe Admin QP Ports (hesx)

IYMe QP Parts (hex) 2,8C-A48,402586-40280,
iSER. P Ports (hex) FFOOO00,

SMEB QP Parts (hex)

E 1 P |
l.uad

Ethernet:LLDP all <Built-in=
Ethernet: ARP all <Built-in=
IPIPwE-ICMP all <Built-in=
ELS all <Built-in=

v 5C3L T

SBC4 000001, 000002, 000000, fffffe, FAOZ::2 <Builk-in=

B Apply Changes to Preference

Figure 2. Decoding Assignments
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0004

0o0a
000
oo
0012
0013
004
0015
o0ea
omz

Last_Sequence
End_Sequence
C5_CTLyPriarity Enable
Sequence Initiative
ACK_Form

0b0 : Sequence other than last of Excha...

0b1 : Last Data frame of Sequence
0b0 : Word 1, Bits 31-24 = CS_CTL
0b0 : Hold Sequence Initiakive
0b00 : Mo assistance provided

Retransmitted Sequence ob0
0o o 0 0 Unidirectional Transmit a3}
oo 11 a7 EQ Continue Sequence Condit.. | Ob00
oo o0 o0 o0 Abort Sequence Condition | ObOO
Relative Offset Present 0b1 : Parameter Field = relative offset
00000632 Fill Bytes(F_CTL) 0b00
~35 38 10 32 Sequence Identifier 000
5341 4F 42 = Data Field Control 0x00
ESP Header 0b0 : Mether ESP_Header nor ESP_Trailer
L B 5 DF MNetwork Header 0b0 : Mo Network Header
56 - 4C 55 4E DF Device Header 0b00 : Mo Device_Header
0 50 36 54 Sequence Counk 0x0000
Criginator Exchange_ID 0x0011
30 C 30 20 Responder Exchange_ID 0x07ED
cE0ooz0o200 20 Parameter 000000000
s6 37 9E 93 = Data Payload O0x00000632 35351032 53414E4 B
Inquiry Data 1 Ox00
De 82 58 0B Inquiry Data 2 0x00
BC 95 75 75 CRC

Figure 3. Frame Inspector View

4 Python API Reference
4.1 Modules

4.1.1

UDDEnum

O0xDESZSENE

Standard Inguiry daka
Peripheral Qualifier
Peripheral Device Type
RIME
LU_COMG
Version
MNCRMACH
HISUP
Response data Farmat
Additional Length
SCCS
TRPGS
3IPC
Praotect
BOUE
EMCSERY
YSEInquiry)

MLLTIP
MCHNGR,
ADDR1G
Reladr
WEus
Sync

0x00000632 3535...
00
000 ; Direct-acc...
0x0
00
0x06
Oxl1
Oxl
0x2
035
00
0x3
0x1
00
00
0x0
0x0
0x1
00
0x0
00
0x1
Oxl

In order to use the mandatory built-in enumerations, the script must import UDDEnum Python module.

4.1.1.1 Enumerations
BitOrder
This enumeration represents the Bit Order of a field.
Value Description
MSB Most-significant bit first.
LSB Least-significant bit first.
ByteOrder
This enumeration represents the Byte order of a multi-byte field.
Value Description
RIGHT_ALIGNED | Little endian.
LEFT_ALIGNED Big endian.

4.2 Classes

42.1

OutContext

This class is a singleton and may not be instantiated in the script. The single instance is called “out”, which
may be used by the OnDecode function to communicate special decoding results back to the application.

4.2.1.1

Members

Result
If this member is set to 1 by the OnDecode function, then any decoded fields added will be kept;
otherwise, any decoded fields will be rolled back.
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Spec

This class represents the static field definitions of a protocol’s message formats.

4.2.1.2 Methods
DefineField(name, abbreviation, tooltip, bit_order, byte_order)

Defines a new field or updates an existing field.

Parameter Type Default Value Description
name string Name of the field to be defined.
abbreviation | string Abbreviation of the field to be defined.
tooltip string Tooltip of the field to be defined.
bit_order BitOrder BitOrder.MSB The Bit Order of the field to be
defined.
byte_order ByteOrder | ByteOrder. The Byte Order of the field to be
LEFT_ALIGNED defined.
return value | int 1 - success
0 - error

DefineFieldbecode(name, decode_value, length, decode_name,
decode_description)

Define a custom decoding for an existing field. This decoding may override the application’s built-
in decoding for a field.

Parameter Type Default Value | Description
name string Name of the field to be decoded.
decode_value unsigned Value of the field to be decoded.

int
length int Length in bits of the field
decode_name string The new name of decoded field.
decode_description | string The description of decoded field.
return value int 1 - success

0 - error

RenameField(name, new_name)

Change an existing field name to a new name.

Parameter Type Default Value | Description
name string Name of the field to rename.
new_name string New name of the field.
return value int 1 - success
0 - error
q
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4.2.2 InputContext

This class represents the packet/frame to be decoded. It provides access to the raw data, and it is the
container for any decoded fields that are added.

4.2.2.1 Methods

AddField(name, length, parent_id)

Adds a field to the current packet being decoded.

Parameter Type Default Value | Description

name string Name of the field to rename.

length int The length in bits of the field.

parent_id list null The identifier of Parent's field. If
‘null’, then the field has no parent.

return value list If a field has been successfully added to a Packet, its

identifier will be returned as the return value.

GetFieldbData(field_id, start_pos, Tlength)

Retrieves data from a field.

Parameter Type Default Value | Description
field id list The field identifier.
start_pos unsigned The start position value inside a
int field.
length int The data length in bits to retrieve
from the field.
return value list A buffer list of Bytes retrieved data from a field.

GetData(start_pos, length)

Retrieves data from a raw packet.

Parameter Type Default Value | Description
start_pos unsigned The start position value in the
int packet.
length int The data length in bits to retrieve
from the field.
return value list A buffer list of Bytes retrieved data from a field.
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4.3 Globals

OutContext out
The "out" singleton needs to be used inside the OnDecode function. If you confirmed the

changes of decoding in the script, then out.ResuTt must set to 1; otherwise, the decoding will
not be applied.

4.4  Entry Point Functions

onInitialize(spec)

This function must be defined in the decoding script. It allows you to initialize, define, and rename
the fields for an existing built-in decoder or a custom script decoder. The application calls this
function to initialize the Spec object that represents the protocol decoded by the script. In this
function, the script must define the fields handled by the script by adding them to the Spec object.
If you make any modifications on the fields definitions for a defined and assigned protocol type in
the trace, then application just calls this function once to reorganize the structure of the fields. This
function has one parameter named "spec" which is the interface to communicate with application
for initialization of the user-defined fields’ declarations and definitions.

Parameter Type Default Value | Description
spec Spec The Spec object that represents the
protocol decoded by the script.

return value none

onbecode(incontext)

This function must be defined in the decoding script. The application calls this function for each
packet to be decoded. This function provides one parameter named "incontext" as an interface
between application and your script. This parameter allows you to use your already defined fields
from the OnInitialize function, add them to the packet and fetch the data from a field or
packet in order to support your decoding procedure.

If you set “out.Result = 1”and then return from the function, then the decoded fields will be
applied; otherwise, they will be rolled back.

Parameter Type Default Value | Description
incontext InputContext The Spec object that represents the
protocol decoded by the script.

return value none
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5 Script Structure

from UDDEnum import *

def onInitialize (spec):
# Initialize the Fields

def onDecode (incontext):
# Do the Decoding
out.Result =1

6 Examples

o

from UDDEnum import

def onInitialize(spec):

spec.DefineField("Field", "F1e1d Abbrev", "Field T1p", Bitorder.MSB, ByteOrder.LEFT_ALIGNED)

|_|

spec.DefineField("Field ] i
spec.DefineField("Field 3" "Field3 Abbreviation", "Field3 Tooltip"

"Fieldl Abbreviation", "Fieldl Too1t1p"%
spec.DefineField("Field 4" "Field4 Abbreviation", "Field4 Too]tip"g
)

U'|

spec.DefineField("Field "'Field5 Abbreviation”, "Field5 Tooltip"
spec.DefineField("Field 6", "Field6 Abbreviation", "Field6 Tooltip"

spec.RenameField("Field 1","Field 2™)
spec.RenameField("Field 2","Field 1")
spec.DefineFieldDecode("Field 3",0x04D2,16 ,"Option 1",
spec.DefineFieldbecode("Field 3",0x05D2,16 ,"option 2",

def onDecode(incontext):
ieldId = incontext.AddField("Field", 32)

fieldIdl = incontext.AddField("Field 1", 32)
fieldId2 = incontext.AddField("Field 3", 16)
fieldid3 = incontext.AddField("Field 4", 8,field1id2)
fieldid4 = incontext.AddField("Field 5", 8,field1id2)

incontext.AddField("Field 6", 32)

fieldbata = incontext.GetFieldbata(field1dl,0,32)

fieldbufferlength = Ten(fieldbata)

fieldoutfile = open("c:/temp/FieldFilePython.txt", "w")

for i in range(0, fieldbufferlength):
fieldoutfile.write("%x\n" % fieldbpatal[i])

fieldoutfile.close()

if len(fieldpata) != 0
if fieldpata[0] == 0X28 :
frameData = incontext.GetData(64, 64)
framebufferLength = Ten(framebata)
outFile = open("c:/temp/FrameFilePython", "wb'")
for i in range(0, framebufferLength):
outFile.write("%x\n" % frameData[i])
outFile.close()

out.Result =1
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7 Appendix A:

How to Contact Teledyne LeCroy

Send e-mail...

psgsupport@teledynelecroy.com

Contact support...

teledynelecroy.com/support/contact

Visit Teledyne LeCroy’s web site...

teledynelecroy.com

Tell Teledyne LeCroy...

Report a problem to Teledyne LeCroy
Support via e-mail by selecting Help >
Tell Teledyne LeCroy from the
application toolbar. This requires that
an e-mail client be installed and
configured on the host machine.
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